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We have developed a public key certificate validation system considering the restrictions peculiar to the mobile
environment, such as processing the speed and memory capacity of a cellular-phone terminal, and the network
transmission speed. In this paper we derive a theoretical formula showing the performance of a validity check
of the public key certificate of the conventional system and of the proposed system, and compare and examine
a theoretical value in a mobile environment. Moreover, we evaluate the actual measurement that uses the server
and cellular-phone terminal that we developed. We show that our proposed system based on the certificate
validation server (CVS) system is better than the conventional system from the viewpoint of processing speed
and transmission speed.  2007 Institute of Electrical Engineers of Japan. Published by John Wiley & Sons,
Inc.
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1. Introduction

Generally, it is indispensable to verify a certificate
strictly to confirm the validity of the communication part-
ner by using public key infrastructure (PKI) technology.
But it is difficult for a cellular-phone terminal to execute
a complex calculation such as the validity check of the
certificate.

A strict verification such as the validity check of the
server certificate, cannot be done by the cellular-phone
terminal till now. We have developed a new public key
certificate validation system for the mobile environment
taking in considering factors peculiar to the mobile
environment, such as the processing speed of a cellular-
phone terminal, its memory capacity, and the network
transmission speed.

In a previous study, we performed our analysis from
the viewpoint of the amount of communication of the
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total system [1]. When a server does a complex calcu-
lation such as the verification of the certificate at the
location of a cellular-phone terminal, it is thought that
the entire performance is decided by the transmission
rate between the cellular-phone terminal and the server,
and the calculation speed of the cellular-phone termi-
nal and the server. We derive the theoretical formula
for verification of the public key certificate, showing the
performance including the processing time and network
transmission time of the conventional system and the pro-
posed system. These theoretical formulas apply not only
to the mobile environment but also to the general Inter-
net environment. We compare and examine a theoretical
value in a mobile environment from the viewpoint of the
ratio at the calculation speed and the ratio of the transmis-
sion rate. In addition, we evaluate the actual measurement
of the proposed system based on the certificate validation
server (CVS). In conclusion, we show that our proposed
system is superior to other systems from both the theo-
retical and experimental viewpoints for a range of useful
parameters.

Below, we describe the validity check system of the
present certificate in Section 2 and the outline of the
proposed system in Section 3. We derive the theoretical
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formula for the average verification time required for one
authentication in Section 4. In Section 5, we evaluate the
theoretical formula derived in the preceding section by
applying the parameter to a mobile environment. Finally,
we offer our conclusions in Section 6.

2. Conventional Systems

We must execute ‘the validity check of the public key
certificate’ for checking whether the public key certificate
in the certification path (The certification path means the
chain of certificates from the certificate of root CA to the
certificate of the end entity.) is not revoked. (In addition,
we must execute ’the construction of the certification
path’ and ’the verification of the certification path’ in
order to verify the public key certificate.) There are
the Certificate Revocation List (CRL) system [2,3], the
Online Certificate Status Protocol (OCSP) system [4], the
CVS (CVS) system [5,6], etc. (There is SCVP system [7];
however, we exclude it from this evaluation because it is
a draft version.) in ‘the method of the validity check of
the public key certificate.’ The outline is shown below.

2.1. CRL system The CRL is the list of the
serial numbers of the invalidated certificates, and it is
published and managed by the Certification Authority
(CA) in general. In case the verifier wants to confirm
the validity of a certain certificate, the verifier acquires
the CRL from the repository of the CA that published the
certificate, and the verifier judges by checking whether
the serial number of the certificate is indicated in the
CRL. The CRL is usually issued at a constant cycle.
On issue, the serial number of the certificate that has
lapsed is added to the CRL. In addition, the serial
number of the certificate that exceeds the validity term is
excluded from the CRL. There are the completeness CRL
system and the δ-CRL system in CRL systems. (There
are other systems, such as the partition CRL system
that exhibit and divide the revocation information for
the plural CRL, the indirect CRL system, the certificate
revocation tree (CRT) system, etc.) In the completeness
CRL system, we use the CRL that includes the numbers
of all certificates that are within the validity term and
have been invalidated at the time of publication. In the
δ-CRL system, we use the CRL that includes the same
information as the completeness CRL, called the base-
CRL, at a comparatively long time interval, and we use
the CRL whose publication interval is shorter than the
base-CRL, called the δ-CRL. The δ-CRL includes only
the numbers of the certificates that are within the validity
term and have been newly invalidated after publication
of the base-CRL.

2.2. OCSP system The OCSP system asks the
validity of the certificate online to the server called the

‘OCSP Responder’. If the verifier sends the information
on the certificate (ID of the certificate, etc.) as a request
message, one of three answers will be given: validation
(Good), invalidation (Revoked), or unknown (Unknown),
as the response.

2.3. CVS system There are some problems in
which the burden on the side of a certificate verifier
is large in the CRL and OCSP systems because the
certificate verifier has to construct the certification path
and verify the certificate. One system that can reduce
this burden is the CVS system. The CVS system is one
that substitutes for the original certificate verifier that
constructs and verifies the certification path, and confirms
the validity of all the certificates in the certification path.
If the verifier sends the certificate sets as the object of the
verification and the trustworthy certificate of the CA to
the server, the result of having checked the justification
of the certificate for verification will be answered.

3. Proposal for certificate validation system for
mobile network

3.1. Approach for mobile network In a mobile
environment, it is assumed that two or more mobile
operators set up a CA and issue certificates to a
cellular-phone and official service provider. Therefore, a
mechanism is necessary where by in the certificates that
are issued by two or more CAs of the mobile operator
can be verified mutually. The verification method is
provided in Ref. 3. However, it is difficult for a cellular-
phone terminal to implement a method such as the
construction of the certification path, the verification of
the certification subscription, and the validity check using
the CRL.

A certificate validation server that does a complex
verification of the certificate in place of the original
verifier (a cellular-phone terminal) is needed from the
above-mentioned viewpoint in a mobile environment.
The amount of the communication for the validity check
of the certificate is the number of bits of request and
response. Therefore, it is most important to reduce the
request and response size as much as possible.

3.2. Certificate validation request and response
formats for the mobile network We examine a
suitable method for a mobile environment. We define the
certificate validation request and the response format for
a mobile environment that omit tedious data to reduce
the size as much as possible. Table 1 shows the request
message that the verifier transmits to the CVS. Table 2
shows the response message with which the CVS replies
to the verifier. The hatched items in Table 2 can be
omitted by the policy of the CVS server.
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Table I. Request data format

Table II. Response data format

3.3. Validation request protocol for mobile net-
work We adopted the POST method [8] of the HTTP
protocol supported by many current cellular-phone termi-
nals as a validation request protocol.

3.4. Configuration element of the certificate val-
idation system We developed the prototype of the
following three components.

• CVS
• Validation module on the service provider side
• Validation module on the cellular-phone terminal side

With respect to the CVS, we developed a function for
constructing the certification path necessary to verify the
certificates that two or more CAs issued, a function to
verify certification path by the method of reference [3] at
the location of the cellular-phone terminal, and a function
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to execute access to a good many of CAs as a proxy and
to check the validity of all certificates that constitute a
certification path.

With respect to the validation module on the service
provider side, we developed a function to verify signature
and for access to CVS. For the model in which two
or more mobile operators independently set up a CA
and a CVS, respectively, it is necessary to distribute
each certificate received from the cellular-phone terminal
to the CVS of each mobile operator appropriately.
Therefore, we also developed a function to distribute
each certificate appropriately in the verification module
on the service provider side.

With respect to the validation module on the cellular-
phone terminal side, it is necessary to consider the
restrictions peculiar to a mobile system, such as pro-
cessing speed, memory capacity, transmission rate, com-
munication stability, power resource, etc. We devel-
oped a verification module that can be executed on a
low-performance cellular-phone terminal. Concretely, as
shown in Section 3.2, we defined the minimum informa-
tion necessary for verifying the certificate as the CVS
verification request format for mobile environment, and
we developed the function for accessing the CVS using
this format.

3.5. Proposed system configuration Fig. 1
shows the system configuration when the mobile operator
sets up the CVS, and the cellular-phone terminal verifies
service provider’s certificate. Here, the mobile operator
issues the certificate and CRL to the cellular-phone termi-
nal, and the service provider CA issues the certificate and
CRL to the service provider. When the cellular-phone
terminal verifies the service provider’s certificate, the
cellular-phone terminal receives the service provider’s
certificate, and transmits in from the validation module
(CVS client) in the cellular-phone terminal to the CVS of
the mobile operator. CVS demands CRL from the service
provider’s CA repository and verifies the certificate. (We
explained the procedure at the server authentication here.
On the contrary, at the client authentication, the service
provider will verify the certificate that the cellular-phone
terminal presented.)

The operation screen of the validation module in the
cellular-phone terminal is shown in Fig. 2. When the
server authentication of the SSL protocol is done, this
module is built into a browser request for validation to
CVS.

4. The Average Total Time of the Certificate
Verification

In this section, we evaluate the average verification
time (communication time + calculation time) required

Fig. 1 Outline of system configuration

Fig. 2 Mobile browser with certificate verification module

in case a certain Entity carries out a one-time certificate
verification.

4.1. The definition of models We define the
model of the validity check of the certificate first.
Figure 3 is the model by the (δ-)CRL system given
in Ref. 9. Figures 4 and 5 are models that use the
OCSP system between the validation authority (VA) of
the certificate and the Entity. Figure 4 is the model that
the Entity asks a plural VA for the validity check of the
certificate individually, and Figure 5 is the model that
carries out the validity check of the all certificate paths
by one inquiry. Figure 6 shows the model that uses the
CVS system between the VA and the Entity.

4.2. The average verification time The verifier
need not acquire the CRL after the second time if the
verifier acquires the CRL once, because the CRL is
usually published by the CA for the verifier periodically,
as we showed in section 2.1. Thus the necessity for
acquisition time of the CRL is based on the probability

Fig. 3 (δ-)CRL model
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Fig. 4 OCSP model 1

Fig. 5 OCSP model 2

Fig. 6 CVS model

of the event of certificate verification having occurred,
and therefore we need to calculate the acquisition time
of the CRL by its average value. Suppose that we take
the average of acquisition time of the CRL as Cx , the
calculation time required for verification of the certificate
at the cellular-phone terminal and the server as Mx , and
the requirement time of a validity check as Rx . Hence

the average verification time Tx is:

Tx = Cx + Mx + Rx (1)

However, x expresses the model. We calculate Cx , Mx ,
and Rx for every model in the following section.

4.3. The probability of performing the certificate
verification First, we calculate the probability of the
event of the certificate verification before calculating Cx .
In general, the probability distributions of occurrence
times X of the event occurred is on average λ times
a certain time interval based on the Poisson distribu-
tion P (X) = λX · eλ/X!. (Reference [9] assumes same
Poisson distribution.)

Suppose that we interpret the authentication frequency
(Because the verification happens at each authentication,
it can be paraphrased as the verification frequency.)
as q[time/day number] and the number of the CA as
k[number] from reference [9], the mean of the number
by which a certain verifier certifies the Entity belonging
to a certain CA between the time interval T (day) is
qT /k (time). Thus it is considered as the number that a
certain Entity certifies that the Entity belongs to a certain
CA based on the Poisson distribution: λ = qT

k
. Therefore

the probability pe
T
X≥1 that the Entity is certified one or

more times between the time intervals T in the Entity is:

pe
T
X≥1 = 1 − e− qT

k (2)

Next, we calculate the probability of occurrence of the
authentication in the VA. The authentication in the VA
refers to the process based on the validity check that is
required from the Entity. Suppose that we interpret X

and X′: X is the number of occurrences of an event in
plural groups and X′ is the number of occurrences of the
event that totals X. When the probability distribution in
Poisson, the probability distribution of X′, also a Poisson,
is known. Suppose that we interpret N as the number
of the Entity, and Nv as the number of the VA, then
the authentication frequency is q ′ = q·N

Nv
in the VA. The

VA verifies that the Entity belongs to k/Nv CAs in
OCSP model 1, and k CAs in OCSP model 2 and the
CVS model; then, the mean of the numbers that the VA
verifies the Entity belongs to the CA during the time
interval T once: the first is qT /k × N times, the second
is qT /k × N

Nv
times. Therefore, the probability that the

VA verifies the Entity one or more times during the time
interval T is represented by the following formulae when
we suppose that we interpret the probability for p′

v
T
X≥1

in the OCSP model 1 and pv
T
X≥1 in the OCSP model 2

and the CVS model.

p′
v
T

X≥1 = 1 − e− qT
k

·N (3)

pv
T
X≥1 = 1 − e

− qT
k

· N
Nv (4)
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4.4. Derivation of the average of the acquirement
time of the CRL The CRL is acquired between the
CA and the Entity in the CRL model and the δ-CRL
model; in the other models, the CRL is acquired between
the CA and the VA. (According to Ref. 9, suppose that
we interpret that we can disregard the communication
quantities required for the verification of the invalidation
frequency of the CA certificate because the invalidation
frequency of the CA certificate is small enough.) The
probability that the verifier acquires the CRL within the
publication interval TC is the probability that the verifier
authenticates the Entity that belongs to a certain CA one
or more times. Hence the average time CCRL that the
verifier takes for an acquisition of the CRL in the CRL
model is:

CCRL = k × pe
TC

X≥1 × lCRL

TC × q × s
(5)

lCRL is the size of the CRL that a CA publishes once,
and from Ref. 9:

lCRL = N ′pL

k
× lsn + lsig[bit] (6)

Moreover, q is the average number of times that
the Entity is authenticated in a day, and s is the
communication speed (bit/sec) between the CA and the
Entity.

The δ-CRL model requires, in contrast, the times that
acquire both base-CRL and δ-CRL. Suppose the first is
CbaseCRL and the second is Cdelta ; then:

CdeltaCRL = CbaseCRL + Cdelta (7)

Suppose that we interpret the time interval in (5) is TB ,
that is, the publication interval of the base-CRL. Then
we adopt it to express CbaseCRL that is the acquisition
time of base-CRL to (8):

CbaseCRL = k × pe
TB

X≥1 × lbaseCRL

TB × q × s
(8)

However, lbaseCRL is the same as lCRL at (6). Cdelta

is the acquisition time of δ-CRL, therefore (9) averages
ldelta(n), that is, the size of δ-CRL was published to the
nth per day:

Cdelta = k × pe
TC

X≥1 × ∑ TB
TC

−1

n=1 ldelta(n)

TB × q × s
(9)

From Ref. 9, ldelta(n) is:

ldelta(n) = N ′pL

k

{
1 −

(
1 − TC

L

)n}
· lsn + lsig

And other models acquire the CRL between the CA and
the VA, and Cx is the average time that is required for
one acquisition of the CRL then:

COCSP 1 =
k

Nv
× p′

v
TC

X≥1 × lCRL

TC × q ′ × βs
(10)

CCV S = COCSP 2 = k × pv
TC

X≥1 × lCRL

TC × q ′ × βs
(11)

However, β (In general, the assuming of β ≥ 1 works out
because the transmission rate of the back end network is
higher than that of a mobile network.) is the amplification
of the communication speed between the CA and the VA
(back end) for the communication speed between the VA
and the Entity (mobile network).

4.5. Derivation of calculation time Generally
for the Entity that has acquired the certification process
we have the following:

1. The construction of the certification path
2. The verification of the certification subscription
3. Generation of the requirement of the validity check of

the certificate
4. The validity check using the CRL
5. The verification of the subscription that is the result

of the validity check of the certificate

Every model has to calculate 1 and 2 of these
calculation process r − 1 times; however, there is a
difference between the CVS model and the other models
because while the VA calculates it in the CVS model, the
Entity calculates it in the other models. Moreover, with
respect to 3 and 5, the CRL model and the δ-CRL model
that make the validity check on line do not calculate
them; however, OCSP model 1 must calculate them r − 1
times, and the other models have to calculate them once.
In addition, with respect to 4, the Entity calculates it
in the CRL and δ-CRL, but the VA calculates it in the
other models. Hence, Mx(x is a model) that the verifier
requires for the calculation time in a verification of the
certificate is:

MCRL = MdeltaCRL = (r − 1)(M + M ′′) (12)

MOCSP 1 = (r − 1)(M + αM ′′ + M ′) (13)

MOCSP 2 = (r − 1)(M + αM ′′) + M ′ (14)

MCV S = (r − 1)(αM + αM ′′) + M ′ (15)

where:

M: The construction of the certification path and the
verification time of the certification subscription in
the Entity terminal (sec)
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M ′: Generation of the requirement of the verification
of the certificate and the verification time of the
subscription that is the result of the validity check
of the certificate in the Entity terminal (sec)

M ′′: The validity check using the CRL in the Entity
terminal (sec)

r: The length (CA rank +1) of the certificate path
(rank)

α: The ratio of the calculation speed of the VA server
to the calculation speed of the Entity terminal (0 <

α < 1)

These calculations use time multiplied by r − 1
because we suppose that we interpret the certificate of
the root CA that has been verified by some systems and
the Entity as the trust anchor that has been trusted.

4.6. Derivation of requirement time of validity
check The time of the validity check can be derived
by the communication time and the data size of the
requirement of the validity check in each system. The
time of the validity check is 0 in the CRL model and
δ-CRL model because those models do not conduct
the validity check online. (The judgment times required
strictly for ID of the certificate for object verification are
contained in their own CRL.) The numbers of certificates
that should check validity is r − 1 in the OCSP model
1 and OCSP model 2, and r in the CVS model. In
the OCSP model 1, it is necessary to send r requests.
In the OCSP model 2 and the CVS model, two or
more requests can be settled in one request. Then the
numbers of bits is (r − 1)(Dsn + Dsig) in the OCSP
model 1, (r − 1)Dsn + Dsig in the OCSP model 2, and
rD′

sn + D′
sig in the CVS model. Hence, Rx that the

verifier requires for the requirement time of the validity
check in a verification of the certification is: (Although
the answer times of a result are taken strictly, the size is
excluded because it is small.)

RCRL = RdeltaCRL = 0 (16)

ROCSP 1 = (r − 1)(Dsn + Dsig)

s
(17)

ROCSP 2 = (r − 1)Dsn + Dsig

s
(18)

RCV S = rD′
sn + D′

sig

s
(19)

where

Dsn: The number of bits per item of the OCSP request
(a certificate ID etc.) (bit)

Dsig: The number of bits of the constant element that
is not based on the number of items of the OCSP
request (bit)

D′
sn: The number of bits per item of the CVS request (a

certificate etc.) (bit)
D′

sig: The number of bits of the constant element that
is not based on the number of items of the CVS
request (bit)

s: The communication speed between the VA and the
Entity (mobile network) (bit/sec)

5. Comparison when Mobile Environment
Parameters are Applied

We assume the parameters of a mobile environment
as shown in Table 3 for evaluating the average of the
certificate verification time. These parameters are not
very different from the parameter used in the current
state of mobile service in Japan.

Because average verification time Tx (x is a model) is
Tx = Cx + Mx + Rx from (1), the parameters in Table 3
are substituted into the theoretical formula derived in the
preceding Section [(2)–(19)], and the average verification
time of each model is as follows. (The publication
interval of the base-CRL TB of (8) and (9) was calculated
by the numeric calculation (all searches) according to
Ref. 9. TB = 28 becomes the best in the parameters in
Table 3.)

TCRL = 42636.13

s
+ 4M (20)

TdeltaCRL = 23470.36

s
+ 4M (21)

TOCSP 1 = 0.0084

βs
+ 1408

s
+ (2α + 4)M (22)

TOCSP 2 = 0.0842

βs
+ 1336

s
+ (2α + 3)M (23)

TCV S = 0.0842

βs
+ 19456

s
+ (4α + 1)M (24)

We calculated them as M ′ = M , M ′′ = M , and q =
30.

Moreover, we show the average of the verification
time in Figs. 7, 8, and 9 when α = 0.1. That means
the transaction speed of the server is 10 times the
transaction speed of the terminal, and β = 100 means the
communication speed between CA and VA is 100 times
the communication speed of the mobile network. From
Figs. 7, 8, and 9, it does not depend on the calculation
time of the terminal, and we can see that the CVS system
verification time is shorter than that of the CRL and δ-
CRL systems.

Moreover, we note the value of the intersection M

of TOCSP 1,TOCSP 2, and TCV S for Table 4 in Figs. 7, 8,
and 9.
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Table III. The Parameters for Evaluation

Item Parameter

The numbers of the Entity (the verification): N[number] 87 000 000
The numbers of the object: N ′[number] 3 000 000
The frequency of the invalidation occurrence: p[time/day] 0.1/365
The validity term of the certificate: L[day] 365
The occurrence interval of the completeness CRL and δ-CRL: TC [day] 1
The size per particular of CRL: lsn[bit] 72
The size of the constant element that is not based on the CRL: lsig[bit] 728
The numbers of the CA: k[number] 500
The numbers of the VA: Nv[number] 10
The numbers of bits per particular of the OCSP requirement (a certificate ID, etc.): Dsn[bit] 632
The numbers of bits of the constant element that is not based on plural particulars of the OCSP
requirement: Dsig[bit]

72

The numbers of bits per particular of the CVS requirement (a certificate etc.): D′
sn[bit] 6,464

The numbers of bits of the constant element that is not based on plural particulars of the CVS
requirement: D′

sig[bit]
64

Fig. 7 The average of the verification time in each system when
the transaction speed is s = 28.8k[bit/sec]

From Table 4, TCRL and TOCSP 2 cross at M = 0.0262
when the communication speed is 384k(bit/sec), for
instance; therefore, we can see that the average veri-
fication time is shorter than that of the other systems
when the processing time of the terminal is longer than
26.22(ms).

We fixed α = 0.1, that is, the ratio of the communica-
tion speed to the calculation time of the Entity terminal
in Figs. 7, 8, and 9. However, we moved α to 0.5 in
Fig. 10, and we made graphs showing the intersection
of the average of the verification time in OCSP system
1, OCSP system 2, and the CVS system when the com-
munication speed s is 384k (bit/sec) and 2.4M (bit/sec).
The upside domains of each curve in Fig. 10 indicate
the domains where the average of the verification time

Fig. 8 The average of the verification time in each system when
the transaction speed is s = 384k[bit/sec].

of CVS system is shorter than that of the other sys-
tems.

In the future, the processing speed ratio will not change
much because the speed of the cellular-phone terminal
and the server will increase. On the other hand, it is
expected that the speed of mobile communication will
also get faster and faster. Then, the advantageous range
of the proposed system based on CVS will be extended
because the curves in Fig. 10 will fall.

5.1. Evaluation of actual measurement We eval-
uated the capability for the server of the verification
of the certification for a mobile environment using a
cellular-phone terminal (BREW terminal) with CDMA
1x WIN standards and a computer. This computer used
an Intel(R) Pentium(R) 4 processor (3.4GMHz), a 2GB
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Fig. 9 The average of the verification time in each system when
the transaction speed is s = 2.4M[bit/sec].

Table IV. The value of M that is the intersection
in Fig. 7, 8 and 9

TOCSP1 − TCV S TOCSP2 − TCV S

28.8k M = 0.2238 M = 0.3495
384k M = 0.0168 M = 0.0262
2.4M M = 0.0027 M = 0.0042

Fig. 10 The intersection of the average of the verification time
in OCSP system 1, OCSP system 2, and the CVS system.

CPU memory, and the Windows(R) XP operation sys-
tem. We show the actual measurement value that is 100
times the average time of the subscription generation in
Table 5. We used M = 0.01003 and α = 0.16/10.03 and
the substitution of them for TOCSP 2 − TCV S > 0; then we
calculate s; s ≥ 917933. That means the CVS system is

Table V. The measurement value

Transaction Contents Time(ms)

Transaction in the cell-phone 10.03
Transaction in the server 0.16

valid compared with the OCSP system when the com-
munication speed is more than about 900k(bit/sec) in the
mobile network.

6. Conclusions and Future Work

We developed the public key certificate validation sys-
tem in consideration of restrictions peculiar to the mobile
environment. Furthermore, we derived the theoretical for-
mula showing the performance of the validity check of
the public key certificate of the conventional system and
the proposed system, and compare the theoretical value
in the mobile environment. Then we described the range
that is suited for the CVS system in the mobile envi-
ronment. As the conclusion of this paper, we show that
the proposed system based on CVS is superior com-
pared with the other systems from both theoretical and
experimental viewpoints for a useful range of parame-
ters.

In future, we hope to evaluate the performance by
considering the load of the server.
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